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Current identification and authentication
practices mediated by computers are often
burdensome to use. Security usability
researchers to date mainly frame this issue
only in terms of minimizing frustration
with these seemingly unavoidable
burdens. Traditionally, usability and
security are seen to be in conflict.

Our aim is to reframe the topic of

usable security through maximizing
pleasurable user experiences. We posit
that pleasurable interactions will increase
adoption and participation in security
systems, maximizing their efficacy. We also
hypothesize that pleasurable interactions
of the sort envisioned will improve
biometric recognition. Further still we
expect to see social effects to develop
around pleasurable security systems that
are entirely absent at present.
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We have designed a system
incorporating two Microsoft Kinect
depth sensing cameras to study user
engagement with a pleasurable security
system. We call it Open Sesame.

Open Sesame combines two promising
areas of technological innovation —
behavioral biometrics and movement
sensing — to create a secure doorway
entry mechanism that is pleasurable

and engaging to use in and of itself. The
system will identify users at a distance
and with a unique gesture allow them to

unlock the door of the Game Innovation
Lab at NYUePoly.

Data from the two Kinect devices will be
processed to yield multiple biometrically
significant matching results to identify
and authorize a user. A variety of user
testing scenarios measuring preference
and affective response with and without
the system will establish its efficacy.
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Open Sesame is in its early stages:

e Conducted thorough literature review.

* Determined basic feasibility.

e Established relationship with Microsoft
Research for Kinect development.

e Submitted proposal for an NSF Human-
Centered Computing grant.

e Run preliminary studies with a system
mockup, affective instruments, and
video analysis.

* Core development in summer of 2012.

Early study results suggest that users
find the system uniquely empowering
and engaging. Potential users have even
expressed their interest to gesture in
terms of favorite science fiction, fantasy
literature, and comic book characters.
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